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 WORKSHOP INTRODUCTION
 LUCILLA GATT
  Jean Monnet Chair Protech
  Director of the Research Centre of European Private Law (ReCEPL)

  The vulnerability of the human being in a technological 
  environment: the need for protective regulation 

 The Jean Monnet Chair in European Protection Law of Individuals with 
New Technologies (PROTECH), created at the University of Naples Suor Orsola 
Benincasa (Department of Juridical Sciences), carries out its activity mainly 
on these topics: 
 a. Data subjects in digital habitats, with particular regard to Minors 
and Elderly Persons; 
 b. Consumers in digital habitats, with particular regard to Minors and 
Elderly Persons; 
 c. Embryos, unborn children, new forms of life created in a laboratory.
 The name proposed for the Chair intends to create a new label 
to highlight the protective approach in European Law, regulating the 
relationship between individuals and technologies, since the relationship with 
technologies could place them in a position of vulnerability even if they do not 
have disabilities. 
 By “vulnerable individuals” we intend all persons who act in a 
technological environment, where they are more exposed to the risk of 
damages as they are in a “vulnerable” position for different reasons (minor/
old age, asymmetry of contractual power, or information, see points a. and b.). 
We include in this large category human embryos as well: they are a crucial 
example of exposure to the risk of damages because they do not act but they 
are ab origine created in a technological environment. 
 The crucial point lies in the determination of a concept of vulnerability 
that is not linked to specific physical or psychological disabilities but 
is identified in the relationship between the physical person and the 
technological environment in which he/she operates.
 The teaching and research activities of the Chair during the three 
academic years 2019-2022 have been divided into three modules, one per year. 
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In the first year (a.y. 2019-2020), the Chair has been focused on Protection of 
Data Subjects and their protection mostly in digital environments with particular 
regard to Minors and Elderly Persons in digital habitats; in the second year (a.y. 
2020-2021), the focus will be on Protection of Consumers acting in digital 
environments with particular regard to Minors and Elderly Persons; in the last 
year (a.y. 2021-2022), the Chair focus will be on Embryos, unborn children and 
new forms of life created with technologies. The Chairs’ activities present a very 
innovative character as they are multi-disciplinary. They cover a wide range of 
topics – from legal to economic, technical, and behavioral disciplines – under the 
comprehensive label of European Protection Law. The multidisciplinary nature of 
the topics involved justifies the different academic backgrounds (not only Law) 
of the students who will follow the Chairs’ activities. 
 Furthermore, the Chair’s innovative teaching and researching 
methodology is also characterized by a strong involvement of students and 
scholars. The direct interaction with the chair holder, peers, scholars, civil 
society, institutional actors are stimulated through workshops, seminars and 
lectures, organized each year on topics concerning the economic, business, 
and legal aspects of solidarity. 
 One meeting of the Workshop Series planned over the three years has 
been organized by the Università degli Studi Suor Orsola Benincasa di Napoli 
on 12th October 2020 in Naples (Italy) and it took place online. 
 The topics were:
 – Social Network
 – Multimedia Habitats
 – European Protection Law of Individuals (minors, elderlies, consumers, 
data subjects)
 – Children education
 – Social commerce
 The objective of the Workshop Series a.y. 2019-2020 on “Social 
Networks and Multimedia habitats” has been to straighten the protective 
approach in European Law regarding the relationship between individuals 
and technologies, with particular regard to Social Networks and Multimedia 
habitats, since the relationship could place the individuals in a position of 
vulnerability even if they do not have disabilities. 
 As already said, by “vulnerable individuals” we refer to all persons 
who act in a technological environment, where they are more exposed to the 
risk of damages as they are in a “vulnerable” position for different reasons 
(eg. minors, elderly, consumers, data subjects).
 The European Union is founded on the values of human dignity, 
equality, respect for human rights, including the rights of persons belonging to 

Social Networks and Multimedia habitats  Workshop Introduction
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minorities. In the internal market, the European Union promotes scientific and 
technological advances and deals with the interactions between science and 
technological development, as well as broad societal, ethical, and fundamental 
rights issues, also concerning vulnerable individuals. 
 Furthermore, over the last thirty years, the European Union has 
passed several legislative acts and recommendations to enforce the protection 
of individuals who are in a position of vulnerability compared to others, who 
could, in turn, abuse their greater power over them in digital environments.
 For this reason, the “2019-2020 Workshop Series” put a particular 
emphasis on:
 – Straightening the protective approach in European Law regarding 
the relationship between individuals and technologies, with particular regard 
to Social Networks and Multimedia habitats;
 – Encouraging Young Scholars, Ph.D. candidates, and researchers, 
as well as Stakeholders, to respond to a widely accessible call for papers. The 
selected papers will be presented during the workshop series and published in 
the European Journal of Privacy Law & Technologies (EJPLT);
 – Strengthening international mobility, which is a very good 
opportunity to obtain new skills and competencies, to broaden one’s horizons 
and social networks, as well as to discover new countries and their cultures.
 Young Scholars, Ph.D. candidates, and researchers, as well as 
Stakeholders, coming from anywhere in the world, were invited to apply. They 
could come from a variety of Public and Private Institutions and could have 
different scientific backgrounds including not only law but also the economy, 
engineering, computer science, and design. The applicant could submit their 
application by attaching the following documents by 30th June 2020: abstract, 
paper not already published, CV, and identity card copy (all in .pdf format).
 The authors were to be informed by 17th July 2020 whether they have 
been selected for the Workshop Series a.y. 2019-2020 on “Social Networks 
and Multimedia habitats”. The workshop series is free of charge, both for the 
speakers and for the public.
 Each paper had to pass through a double-blind review process carried 
out by expert referees, members of the academic staff of the Jean Monnet 
Chair PROTECH (peer review), coordinated by the Chair Holder Prof. Lucilla Gatt. 
Referees are sector specialists who verify papers’ suitability for the workshop.
 The selected papers were presented during the workshop series on 
the established date in agreement with the author. After the workshop series, 
the selected papers have been published in the European Journal of Privacy 
Law and Technologies – EJPLT (www.ejplt.tatodpr.eu). Authors of selected 
papers had to submit the final version of their papers by 30th October 2020.

Lucilla Gatt  The vulnerability of the human being in a technological environment
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 TOPIC INTRODUCTION
 PASQUALE STANZIONE
  President of the Italian Data Protection Authority

  Data protection and vulnerability

 Abstract
 This contribution describes the evolution of the right to privacy 
from the traditional right to be let alone to data protection, enshrined as an 
autonomous right in the Charter of Fundamental Rights of the European 
Union. While illustrating the most innovative features of this right, the author 
also emphasizes that data protection represents an essential guarantee for 
freedom, equality and dignity with respect to vulnerabilities: both traditional 
ones and those induced by new technologies.
 Key-words
 Data protection, dignity, equality, habeas data, identity, labeling, new 
technologies, right to be let alone, vulnerability.

 The title of my speech underlines an essential idea: the awareness of 
how today new technologies expose us to new vulnerabilities and amplify the 
more ‘traditional ones’.
 If in the early twentieth century the ‘domain of technology’ was 
considered a distinctive feature of the post-modern age, it characterizes, even 
more, our times, in which technology risks losing its instrumental nature 
to become an aim in itself, making a human being no more its dominus but 
subordinate to itself. This happens essentially for an intrinsic characteristic of 
new technologies: the transforming power, the ability to develop new meanings 
of the reality.
 The news hierarchy decided by algorithms, the selective power of 
indexing that shows only some contents and not others, are a paradigmatic 
example of how new technologies condition the very formative process 
of our beliefs, shaping public opinion and undermining the individual self-
determination.
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 So it’s up to the law to restore that human being centrality, which alone 
is a guarantee of a harmonious relationship with the technology and, at the 
same time, consolidates the personalist approach on which our Constitution 
and the EU system are based, whose activities place the individual at their 
heart, as stated by the preamble of the Charter of Fundamental Rights of the 
European Union.
 This approach – both progressive, democratic and personalist – has 
made it possible to govern the relationship between individual and technology 
according to the evolution of the right to privacy in Europe in all its complexity, 
from traditional right to be let alone to data protection. As stated by the Council 
of Europe Convention n. 108/1981, this right has to be read as a protection of 
individuals with regard to automatic processing of personal data. Data protection 
will acquire ‘constitutional’ rank with the Charter of Fundamental Rights of the 
European Union, as habeas data: equivalent, in the digital society, of what 
habeas corpus has represented since the Magna Carta; as the main prerequisite 
of immunity from power, it is promoted by the State, the market or technology.
 Significant was the assonance with the Riley v. California ruling of 2014, 
by which the American Supreme Court extended the traditional guarantees 
provided for measures restricting personal freedom to the search of cell 
phones. The connection established between physicality and the electronic 
body is here much more than symbolic: the traditional guarantees granted to 
the habeas corpus are extended to habeas data, according to that evolutionary 
line that has made privacy a prerequisite of freedom and democracy together.
 In Europe, however, the path of privacy has also marked an essential 
turning key in terms of values, emancipating this right from the dominical 
dimension of traditional bourgeois prerogative (right to be let alone), in order 
to assert itself as a means of protecting the socially weaker fringes from the 
abuse of a power that is primarily informative. This ‘enrichment’ of the original 
nucleus of the right with more modern demands was made possible by the 
conjunction, borrowed from the European system, of the American idea of 
constitutional privacy with the more continental one of guaranteeing social 
dignity.
 Thus, on the one hand, the idea of informative self-determination has 
developed as a new expression of freedom of the individual in the construction 
of his/her own identity.
 On the other hand, in its not only recent evolution, privacy has 
developed in all its potentiality the component linked to dignity, enshrined by 
the post-war Constitutions and, in particular, by those (Italian and especially 
German) of the countries where totalitarian regimes had carried out the worst 
violations of the ‘right to have rights’.

Social Networks and Multimedia habitats  Topic Introduction
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Pasquale Stanzione  Data protection and vulnerability

 This idea would have deeply permeated the jurisprudential, but also 
the legislative reading of data protection, according to a line that from the 
guarantees of freedom of the worker established by the 1970 Statute, would 
then have reached the anti-discrimination component of privacy, as a factor 
of protection of minorities or individuals particularly vulnerable to risks of 
stigmatization.
 With the introduction of a dynamic protection, with a strong publicistic 
vocation, also based on the powers of intervention and control of the data 
subject, what had traditionally been conceived as jus solitudinis, intangibility 
of the private sphere from undue external interference, has thus been enriched 
with a new content and, in comparison with a reality so deeply affected by new 
technologies, has become a pre-condition for equality and for the exercise of 
fundamental rights.
 In this sense, the right to data protection develops, to the end, 
the American idea of privacy as freedom of self-determination, a counter-
majoritarian defence ‘of the undecidable’ sphere from primarily State 
interference, which has allowed, for example, in the USA, the right to 
contraception and abortion to be rooted on the Fourth and Fifth amendments 
(Griswold vs. Connecticut 1965, Roe vs. Wade , 1973), and in Europe on art. 8 
ECHR to envisage the right to death with dignity [(Pretty v. UK 2002], to make 
use of assisted procreation (Costa and Pavan v. Italy, 2012) or the right of the 
born to seek their own origins, although compatible with the choice of maternal 
anonymity (Godelli v. Italy, 2012).
 However, in the European reading, the dignity component has also 
made it possible to develop the social dimension of privacy (increasingly 
characterized, in the meantime, as protection of the individual with regard to 
the processing of his/her data) as the right to freely live out one’s individuality 
also in the social dimension, protected from discriminatory risks or social 
stigmatization (ECtHR, Delfi AS v. Estonia, Sidabras v. Lithuania, 2015).
 For this reason, since Convention 108 and, shortly afterwards, with 
the directive 95/46, enhanced protection has been granted to sensitive data 
(and in particular to those expressing an associative choice), demonstrating 
that privacy, far from encouraging isolation, is instead functional to freely 
establish strong social ties and also, where appropriate, connoted from an ideal 
point of view. Sensitive data were and are protected, in fact, to guarantee not 
their secrecy but their maximum public disclosure, without thereby exposing 
the data subject to discrimination. The anti-discrimination function of data 
protection (and, above all, of sensitive data) would then prove, in the years to 
come, to be an extraordinary guarantee of equality, in a society increasingly 
prone to labelling.
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It is significant, in this sense, that the Court of Cassation, in the case of sick 
children, has decided to extend the enhanced protection granted to their health 
data to their parents as well, because of the discriminatory potential related to 
information on the condition of discomfort and particular vulnerability, typical 
of those who are burdened with the care of children suffering from diseases 
(Cass., n. 16816/2018).
 As is also relevant the expected subtraction of the disclosure 
obligations of data relating to grants, from which the socio-economic condition 
of the beneficiary can be inferred (Article 26, paragraph 4, Legislative Decree 
33/2013).
 This anti-discrimination vocation has represented the center of 
gravity around which the gradual transition from traditional privacy to data 
protection has emerged, progressively establishing itself as a constituent 
element of a new form of citizenship able to strengthen the conditions for 
citizens’ participation in collective life, thus favouring sociality also – and 
above all – for those who would have feared its repercussions on the individual 
sphere, because of their own subjective conditions. Therefore – according to 
the scheme for which ‘remedies precede rights’ – that fundamental passage 
‘from secrecy to control’ was outlined, made possible also by a jurisprudence 
of the European Court of Justice that emphasized the properly constitutional 
dimension of this right.
 Despite the protection of data was born, in fact, as functional to the 
development of the internal market, the scope of the directive has gradually 
reversed the terms of the relationship, enhancing the protection of that right 
‘to freedom’ which, according to the Court, should be given precedence over 
the mere interest of controllers to increased profits (C-131/12 Google Spain SL, 
Google Inc. v Agencia Española de Protección de Datos, Mario Costeja González 
[2014]). And if in this case the Court has recognized a real Drittwirkung 
to the right to data protection, with regard to a private subject such as 
Google, elsewhere it has gone so far as to establish the direct applicability 
of the proportionality principle (C-139/01 Österreichischer Rundfunk and 
Others [2003]). A strong reading of this principle – heterointegrative of 
reasonableness principle – has allowed our Constitutional Court to outline a 
democratically sustainable balance with respect to the relationship between 
data protection and administrative transparency (Const. Court, n. 20 of 2019). 
Thanks to the reconsideration, in a personalist key, of this relationship, it has 
in fact been possible to bring the discipline of administrative transparency 
back to its democratic function of ‘governing public affairs in public’, 
counteracting the paradoxical effect of opacity from information excess, due 
to the unreasonable extension of publicity obligations.

Social Networks and Multimedia habitats  Topic Introduction
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 But the social function of data protection has also proved to be 
decisive with respect to the ‘structural’, almost ontological vulnerability that 
characterizes the position of the individual about the increasingly pervasive 
private powers, exercised with the pretension of inscribing the code of life and 
society in the general contract conditions.
 Here I’m using the term ‘vulnerability’ in the meaning in which it can 
be connected, for example, also to the consumer, that is to say with reference 
to general categories connoted due not so much to specific subjective as to 
relational characteristics, i.e. derived from the relationship in whose context 
they are considered. Here lies the transition from the abstract, ‘disembodied’ 
subject, to the person, in the peculiarity of his/her condition (homme situé).
 Precisely this passage has allowed a new approach to vulnerability, 
which is a paradoxical notion, because it is both a prerequisite and an effect of 
human autonomy. But it is also a complex notion, because it is universal – all 
human beings are vulnerable–; individual – since it does not affect all people 
in the same way –; potential – possible, but not certain realization of a risk 

–; relational and contextual – we are vulnerable in a given context: moreover, 
it is society that makes individuals vulnerable, not the contrary –; finally, 
reversible – and in fact with appropriate individual and social measures it is 
possible to reverse this condition.
 On the basis of these elements, we can outline a basic notion of 
‘vulnerability’ as a common connotation of the human condition (a sign of 
existence, for Simon Weil), next to which it can be seen the variability of the 
situations in which it is declined: conditions due to age, gender, health and 
other discriminating factors. One of these conditions may, however, also be 
the relationship, legal and socio-economic, structurally asymmetrical, of 
which the subject is a weak part: so for the consumer or the user of digital 
platforms.
 Concerning the latter subjective category, data protection discipline 
offers some decisive guarantees to rebalance its conditions of vulnerability, at 
least partially curbing the irresponsible power of web titans.
 Through the application – possible, under the GDPR, without further 
requirements – of the European law to extra-European controllers, it has in 
fact been possible to impose limits on the irrepressible collection of data, 
assimilated to mere currency to be deducted in contract, with the risk of 
monetization of privacy, which today represents the real democratic issue.
 On this ground, the Italian Data Protection Authority has promoted a 
debate within the European Data Protection Board, in the awareness of how 
this issue represents an essential matter in the evolution of data protection 
law. On the one hand, in fact, the zero price economy has made the ‘services 

Pasquale Stanzione  Data protection and vulnerability
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versus data’ negotiation scheme an ordinary practice; on the other hand, 
admitting the possibility of remuneration for consent risks leading to the 
creation of digital sub-proletariat, i.e. social strata likely to surrender, with their 
data, the essential core of their freedom.
 On this ‘slippery slope’ is at stake, perhaps more than in any other 
field, the European identity as a ‘Community of law’ founded on the synergy 
between freedom, dignity, equality, as essential safeguards that no reason of 
State or, much less, the market can violate. And in this sense, data protection 
may represent an extraordinary barrier to the risk of refeudalization of social 
relations and reconstitution of census-type discrimination even among users 
of the internet, whose inclusive and democratic vocation risks succumbing 
under the weight of surveillance capitalism.
 With respect to the condition of particular vulnerability of the minor, 
then, the Italian legislator has given the Italian Data Protection Authority 
a central role in the fight against cyberbullying, assigning him the power 
to decide on instances for the removal of illegal/harmful content. This is a 
forward-looking provision, aware of how children today can represent the 
elective ‘victims’, at the hands of their own peers, of a misuse of the internet, 
where their fragility is amplified also due to the reduced perception of the 
terribly concrete impact of every gesture, of every word, every image posted 
on social networks.
 But the context in which data protection can represent a fundamental 
defence for the individual with regard to new and subtle forms of discrimination 
is that of artificial intelligence and algorithmic decision making, to which 
decisive and far from neutral choices are increasingly being delegated, for 
private and public life: from medical diagnosis to ‘predictive’ police, from the 
assignment of teaching locations even to the assessment of the adoptive 
suitability of couples (as in Florida).
 Moreover, not even what has traditionally been considered the last 
bastion of human assessment, namely judicial (in particular criminal) process, 
seems immune from the tendency to mechanize decisions, with effects often 
much more discriminatory than those of the worst human decision.
 An algorithm used in some American courts for the prognosis of 
criminal recidivism has been proved, for example, inclined to grant a higher 
score to African-Americans, of course in the absence of any criminological 
reason, but only on the basis of the statistics taken as a reference 
photographing a penitentiary and judicial condition not really representative 
of the phenomenon.
 The result to be drawn from the use of technologies that should ensure 
maximum impartiality is likely then to be, paradoxically, more discriminatory 
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than the ‘’human, too human ‘rationality’, at least whenever the algorithms 
reflect the pre-comprehensions of those who design them or are ‘trained’ with 
data that are not representative of actual reality, in all its complexity.
 From this point of view, both the GDPR and the law enforcement 
directive (n. 2016/680) provide some essential guarantees which are 
increasingly being used in case law to establish an embryonic legal status for 
artificial intelligence.
 In fact, not only does the Regulation subject the admissibility of 
fully automated decisions based on ‘special categories’ of personal data to 
particularly restrictive conditions, but in any case recognizes the right to 
an explanation of the underlying logic, to challenge it and to obtain human 
intervention in the automated process, precisely to correct any bias that might 
otherwise produce detrimental effects.
 These reinforced obligations of algorithmic transparency are, however, 
particularly relevant precisely because they allow to overcome, at least in part, 
the opacity of such processings, which really makes such decision-making 
processes the new arcana imperii.
 A further guarantee of a preventive nature then derives from the 
necessary subjection of automated decisions to impact-privacy assessments: 
an institution which, precisely because of its effectiveness, has been 
proposed to enhance in a broader perspective, allowing the assessment of 
similar processings’ impact not only on data protection but, more generally, 
on rights and freedoms, given the natural interrelation between data 
protection, dignity and other fundamental rights. Widening its spectrum, the 
impact assessment would become a PESIA: privacy, ethical and social impact 
assessment: a prognosis of the ethical and societal impact of processing, 
conducted according to the parameters of respect for fundamental rights and 
anti-discrimination protection as well as the right to data protection.
 The requirements set out in the GDPR were enhanced by the Council 
of State which, in the case of teachers’ algorithm, considered the software to 
be a ‘digital administrative act’, to be subject to full jurisdiction guarantees 
according to an ‘enhanced declination of the transparency principle’, as well 
as to the prohibition of the exclusive algorithmic decision and to the equality 
and non-discrimination principle.
 The risk of discriminatory use of algorithmic decisions, all the more 
so if functional to the exercise of coercive power is, moreover, the subject 
of particular attention under Directive 2016/680 and Legislative Decree 
51/18 that transposed it. If, in fact, the former has enshrined an express 
prohibition of automated decisions based on special categories of data, which 
induce discrimination, the latter has been granted criminal protection, in an 
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aggravated form, in awareness of the risk of a combination of investigative 
power and the increasingly strong one of technology, especially for the most 
vulnerable subjects.
 The racial profiling sometimes practiced in the aftermath of September 
11th. by law enforcement officials, targeting individuals for suspicion of crime 
based on the individual’s race, ethnicity, religion or national origin, comes 
to mind. If these pre-comprehensions are added to the computing power, 
the pervasiveness of digital investigations and the profiling capacity of the 
algorithms, the risk of further deeper and more subtle discrimination against 
minorities or of those perceived as ‘different’ is greatly aggravated.
 It is no coincidence that the European Union is investing a great deal 
of its identity building in this area, also in its relationship with the USA, as well 
as demonstrated by Schrems jurisprudence and the personalist vocation 
already underlying the Ventotene manifesto is taking on new horizons.
 As President of the Italian Data Protection Authority, at the beginning 
of a mandate that will go on for important years, I can already indicate, as 
a priority objective, the protection of vulnerable subjects such as minors, 
migrants, sick people, inmates in prison, or in any case belonging to minorities; 
of all those whose fragility – by nature or circumstance – risks making them 
really ‘naked’ in the face of power.
 It is precisely on this very delicate ground that data protection will 
express its profound sense, as a precondition of any other right or freedom; a 
prerequisite for a society of dignity.
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 MIRKO FORTI
  Research Fellow, Sant’Anna School of Advanced Studies

  Migrants and refugees in the cyberspace environment: 
  privacy concerns and digital identity in the european approach

 Migrants and refugees use their smartphones during their migration 
journey in several ways. They utilize social networks to maintain a bond with 
families and friends back in the State of origin, to get information about their 
planned routes, to keep contacts with smugglers and traffickers and as a tool 
of integration in the national community of intended destination. Although 
smartphones are a useful tool for their migration plans, these devices could 
also become a gateway to digital surveillance. This article aims to focus on the 
relationship between smartphones and migrants and its legal consequences, 
especially about privacy and data protection concerns. More specifically, the 
study would like to individuate how the utilization of digital devices in the 
context of mass migration phenomena could expose migrants and refugees to 
several threats coming from the cyberspace dimension. Thus, it is fundamental 
to verify which kind of legal instruments the European regulatory framework 
could provide to safeguard the right to privacy and data protection of these 
subjects.

 Key-words
 Migrants, Refugees, Social Media, Smartphones, Privacy, Surveillance.
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 ANTONELLA CORRENTI
  Research Fellow, Messina University

  Online market, Big Data and Privacy protection

 The digital market and the protection of privacy could not fail to be 
affected by the effects produced by the indiscriminate use of social networks. 
The objective value of modern communication tools should not be overstated, 
the impact should rather be monitored in order not to frustrate its inspirational 
logic. The coronavirus pandemic has made the need for reflection on the 
issue even more vivid, being the means of distance communication that have 
become the exclusive means of social interaction.

 Key-words
 Social networks, Big data, artificial intelligence, digital market.
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 NICOLETA ANGELA CHERCIU
  Research Fellow, Sant’Anna School of Advanced Studies

 TEODOR CHIRVASE
  LL.M., Tilburg University

  Non-personal data processing.
  Why we should take it personally?

 Data processing technologies have become more pervasive than 
ever in recent years, making EU citizens subject to profiling and automated 
decisions. This article aims to address the issues related to the widely ranging 
interpretations of the notion of personal data, and to evaluate the extent 
to which the existing regulatory framework in the EU provides adequate 
safeguards to the protection of individuals’ rights and freedoms in the context 
of both personal and non-personal data processing operations, identifying the 
key gaps in the current legal framework that the European Commission and 
other relevant bodies will need to address to adequately protect EU consumers.

 Key-words
 Personal data, non-personal data, GDPR, consumer profiling.

Social Networks and Multimedia habitats  Workshop Abstracts



32

 ALDO IANNOTTI DELLA VALLE
  Ph.D. candidate, Suor Orsola Benincasa University

  The (in)adequacy of the law to the new technologies: 
  the example of the google/cnil and facebook cases before 
  the court of justice of the european union

 The paper starts with the analysis of the two recent decisions of the 
Court of Justice of the European Union on the Google/CNIL and Facebook cases, 
also in the light of the GDPR. 
 The digital revolution is giving one of the greatest transformations to 
the world since the era of the industrial revolution and is equally aware that 
we must be ready for the ever-greater penetration of new technologies into 
our lives. With specific regard to the right to be forgotten, the real problem lies 
in the fact that personal data become substantially indelible once they have 
been published online and the only possibility is to think about a possible 
balance between innovation and the protection of fundamental rights.
 For this reason, this paper highlights how both the legislator and 
the Courts do not pay the due attention to the new technologies behind the 
law, suggesting a technological approach to law as a way to better protect 
fundamental rights in the digital age.

 Key-words
 Right to be forgotten, Data Protection Law, GDPR, Technology, Internet, 
 Search engines.
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 SILVIA MARTINELLI
  Ph.D. candidate at Torino University and Research Fellow at Milano University

  The vulnerable business user: the asymmetric relationship 
  between the business user and the platform

 The Paper analyses the weakness of the business users in 
multimedia habitat and, in particular, in the platform economy. It underlines 
the vulnerabilities of business users, unprotected by consumer law and 
data protection, in a market characterised by strong dominant position, high 
network effects and high switching costs.
 Firstly, it focuses on the governance and regulation power of the 
platform (and the weaker counter-part bargaining power of the business 
users) and on the prevision of the measures of suspension and termination of 
the services by the platform.
 Secondly, the paper analyses ranking algorithms regulation and 
differentiated treatment with regard to the interest of business users.
 Finally, it moves to data law and data access for analyse article 
9 of the Regulation 1150/2019 and suggests the introduction of further 
instruments to protect the business user and guarantee, at the same time, 
some improvement for competition.

 Key-words
 Business user, platform, asymmetries, contract, data, fairness, user, 
 data portability, data access. 
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 VIOLA CAPPELLI
  Ph.D. candidate, Sant’Anna School of Advanced Studies

  The legal qualification of collaborative platforms offering 
  composite services. What consequences for consumer 
  protection?

 This paper discusses the legal qualification of collaborative platforms 
offering composite services, and it aims at identifying a preliminary solution 
that could ensure a high level of consumer protection to users.
 The paper argues that collaborative platforms should be considered 
providers of information society services according to the E-Commerce 
Directive, without precluding their classification as offline services providers 
in light of sector regulations.
 Moreover, the paper focuses on contractual liability of platforms for 
non-performance by offline suppliers. The solution suggested is using the 
criterion of the decisive influence elaborated by the CJEU in Uber and Airbnb 
cases to define cases where a platform is obliged to compensate consumers 
for non-performance.

 Key-words
 Collaborative platforms, composite services, information society 
 services, consumer protection, prosumer, E-Commerce Directive, 
 sector regulation, liability for non-performance.
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 CHIARA SARTORIS
  Research Fellow, Firenze University

  Minors’ data protection between e-learning 
  and social network platforms

 The paper analyses the impact of Internet on minor’s privacy right. It 
focuses on two aspects. On one hand, the health emergency of the last few 
months has imposed school to provide smart lessons, which, however, pose 
new problems of data protection within digital classes. On the other hand, more 
complex issues are involved when minors use alone social networks. Thus, it 
is essential to determine which role parents have and in which extent minors 
are able to express their consent. The purpose of the paper is to show the new 
emerging challenges in this field, overcoming some difficulties of coordination 
between the Italian law and the E.U. framework, in order to assure an effective 
protection to minors in the digital environment.

 Key-words
 Minor’s privacy right, data protection, smart learning, digital consent, 
 social network, compliance.
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 VALERIA MANZO
  PhD (c) in Comparative Law and Integration Processes
  University of Campania Luigi Vanvitelli

  Child protection on social networks in the era 
  of covid-19 confinement

 While it is true that, in the digital age, the child has considerable 
tools to express his or her personality and exercise the rights recognized by 
international conventions (also through the use of technologies that allow new 
models of relationships), the continuous process of renewal of applications 
inevitably results in a greater concentration of information with consequent 
exposure to greater risks for security and privacy.
 In this context, due to the confinement measures caused by the 
COVID-19 pandemic emergency, minors have become even more dependent 
on social media to stay in touch with friends, to express their feelings, to study 
and to distract themselves.
 The objective of this survey is to address the specific issue of 
children’s interactions on social media and the impact in terms of privacy 
and data protection as, in light of the emergency lockdown confinement, their 
vulnerability is further increased.

 Key-words
 Minors, social media, social networks, privacy, data protection, GDPR, 
 COVID-19, TWIGIS.it, Jonathan Galindo.
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 FABRIZIA ROSA
  Research Fellow, Parthenope University

  The use of the it tools and artificial intelligence 
  in the health sector: the patient as a vulnerable subject

 The present work aims at analyzing the development of technologies 
in the healthcare sector and the impact this has had on patients’ right to 
privacy.
 After having examined the meaning of “digital health”, it focuses on the 
main tools used nowadays for the processing of patients’ data (telemedicine, 
electronic medical record and electronic health record) and on the risks they 
entail for the protection of the right to privacy of patients.
 Notably, since the processing of data includes personal and health 
data stored digitally, they are exposed to the possibility to be lost or become 
inaccessible, violated or stolen, circumstances that can lead to problems both 
on the individual level regarding privacy violation, and at the collective level, 
for example preventing the provision of health services.
 In conclusion, in order to minimize these risks, it is necessary that 
digitalization in the health sector will become an organic and safe process 
and that health data management strategies are envisaged to ensure the 
protection and availability of data in a reliable and timely manner.

 Key-words
 Health, patient, technologies, privacy. 
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 LIVIA AULINO
  Ph.D. candidate, Suor Orsola Benincasa University

  Human machine interaction and legal information 
  in the autonomous vehicles: the opportunity 
  of the legal design

 The article deals with the relationship between language and law 
and then examines the connection between autonomous driving and law. 
Therefore, the fundamental question includes both what are the best ways 
of transmitting legal information within autonomous vehicles as well as their 
correct understanding.
 The issue of the lack of clarity of information from the private law point 
of view will then be addressed, focusing on the issue of error in view of an 
evolution of the category.
 In this context it is considerable of the role of design and in particular 
of legal design, as a possible remedy to the communication deficit of legal 
information provided by the vehicle. In fact the solution can be seen in the 
opportunity to design human machine interfaces, which – also through a 
signaling acoustic, visual or tactile – provide legal information clearly and 
unambiguously on the autonomous vehicle. This in order to guarantee a 
security by design and to ensure support and mutual learning between the 
machine and the user.

 Key-words
 Automation, autonomous vehicles, human machine interaction, 
 legal information, error, law by design, legal design, methodology. 
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 ANNA IRENE CESARANO
  Ph.D. candidate, Suor Orsola Benincasa University

  Autonomous driving: an exploratory investigation 
  on public perception

 The automotive sector is constantly evolving, self-driving cars are 
the result of a complex design that adopts a good variety of devices and 
sensors that capture information from the external environment which is 
then transmitted to an internal computer, in order to guarantee the vehicle 
efficiency, safety, stability
 My quantitative research has purpose to test the level of knowledge 
of concepts such as robotaxis, automation, autonomous driving.
 The sample is formed by adults (18-65 years old) residing in Campania 
stratified by age, while the questionnaire is structured with closed questions, 
including some at the end relevant questions the “Other” option, where the 
interviewed can freely choose to write their answer on the question submitted. 
The territorial area is limited to the Campania provinces as Campania is the 
region where the doctoral project with an industrial character resides and is 
a particular topic relevant for this territory as already stated above, therefore 
the target of the research includes adults from Campania. The method used 
is the Web Survey through structured questionnaire, as it is impossible to 
conduct a study today without the aid of digital technologies that facilitate 
dissemination, collection, analysis and the identification of the target, which 
in this case also widely includes the so-called “digital natives”. 

 Key-words
 Autonomous driving, automotive sector, research project, 
 public perception, exploratory investigation, automation, robotaxis, 
 research design. 

Research questions Study the perception and representation of autonomous driving
Metodo  Web survey
Analysis unit Adults aged 18-65 years
Territorial area Campania provinces
Sampling  Sampling reasoned choice
Population  The set of adults aged between 18-65 residing in Campania
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 MARIO TRIGGIANI
  Teaching Assistant, Suor Orsola Benincasa University

  The scientific innovations of fetal surgery 
  and artificial womb could innovate also the concept 
  of legal personhood

 English law is clear that legal personality is afforded to all persons 
born alive.
 This rule may need to be revised, as technological advances in fetal 
surgery and artificial womb technology do not appear to be compatible with 
traditional conceptions of birth and being alive in the law.
 Using these technologies it is indeed possible to have an ex utero 
gestation or a temporary ex utero existence.
 If the birth is only the separation between the gestator and the 
gestational subject, these foetuses could be considered born, and maybe 
even “born alive”.
 However, affording them legal personality may have a huge impact on 
the fundamental rights of pregnant women.

 Key-words
 Artifcial womb technology, fetal surgery, legal persnhood. 
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 LAURA VALLE
  Professor of Private Law - Bolzano University

  Cookies e tutela dei dati personali, discipline a tutela 
  del consumatore e protezione dei diritti della persona

 Il ricorso generalizzato all’adozione dei cookies da parte degli operatori 
che gestiscono siti internet pone importanti questioni rispetto alla disciplina 
del trattamento dei dati personali alla luce del Reg. 2016/679 UE, in linea con 
quanto interessava già la precedente disciplina data dalla dir. 96/54 UE. Tanto 
è stato messo a fuoco in tempi recenti nei quali si sono avute più importanti 
pronunce giurisprudenziali sia da parte della Corte di giustizia UE sia da parte 
di giudici nazionali in applicazione della disciplina di tutela dei dati personali 
data a livello europeo. Nel contempo, le pratiche adottate dagli operatori per 
la raccolta di dati personali attraverso i cookies si prestano in tanti casi a 
violare discipline date a tutela dei consumatori, in particolare la disciplina 
delle pratiche commerciali scorrette e la disciplina delle clausole vessatorie. 
Rispetto alle pratiche di raccolta dei dati personali attraverso i cookies ci si 
deve anche domandare se esse non si prestino a violare diritti fondamentali 
della persona come il diritto all’informazione e il diritto all’educazione.

 Key-words
 Cookies, GDPR, data protection, diritti della persona. 
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 ARNDT KÜNNECKE
  Professor of Pubic Law and Politics, Federal University of Applied Sciences for Public 
  Administration in Brühl (Germany)

  Distance teaching in times of corona. From zero to hero? 
  Experiences and best practices of a university lecturer 
  trying to create a student-centred distance teaching approach

 This article deals with the challenges of distance teaching in times 
of Corona. As hardly any university teacher was prepared for switching from 
traditional in-class teaching to distance teaching and as most universities 
were neither personally nor technically equipped for such a dramatic change, 
nearly everybody had to start from zero. As university teacher in Germany, I 
invented my own student-centred method of distance teaching, combining 
various available means and tools of teaching on distance: Videos, WhatsApp 
and Zoom – VWZ. This VWZ-approach turned out to be a very promising and 
effective method of distance teaching. It puts the students in the centre and 
gives them better control of the learning process as they can work on the 
learning matters anytime, anywhere, and according to their own learning 
speed, while the teacher is constantly available for them to provide guidance, 
answer questions and give them feedback.

 Key-words
 Covid-19, distance teaching, virtual classroom, flipped classroom, 
 learning platform, ILIAS, BigBlueButton, blackboard collaborate, 
 VWZ-approach, video, WhatsApp, Zoom
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 Online Platforms play a significant role in facilitating the exchanges 
of goods and services, operating as market makers. Their intermediary 
function is carried out through the stipulation of a series of unilaterally 
determined contracts, in which even business users have a specific position 
of vulnerability. Therefore, the need of ensuring the growth of the phenomenon 
determined the adoption of Reg. (EU) n. 1150/2019, “On promoting fairness 
and transparency for business users of online intermediation services”. The 
new legal discipline tries to address business users vulnerabilities concerning 
asymmetry in knowledge and bargaining power. The paper aims to analyse 
this legal framework and its problematic aspects.

 Key-words
 Online platforms, vulnerabilities, contracts. 

 ROBERTA MONTINARO
  Professor of Private Law  at L’Orientale University

 ANDREA D’ALESSIO
  Ph.D. candidate at Teramo University

  Online platforms: new vulnerabilities to be addressed 
  in the european legal framework
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 ANTONINA ASTONE
  Professor of Private Law, Messina University

  Capitalism of digital surveillance and digital 
  disintermediation in the era of the pandemic

 The article examines the phenomenon called ‘digital disintermediation’ 
characterized by a shift of a series of activities from businesses to the 
population.
 The databases, which collect personal information and, more generally, 
data of both private and public subjects, appear vulnerable to hacker attacks; 
blockchain technology, which seems to have generated a new climate of trust 
in the safe use of data, is expression, also of digital disintermediation to which, 
however, is associated with the risk of an intellectual isolation, known as ‘filter 
bubbles’.
 But the Covid-19 has reversed course. Now more than ever, the ‘social 
function’ that GDPR 679/2016, in recital 4, assigns to the use of personal data 
emerges.
 The intervention of the public Authorities appears necessary to 
guarantee a correct exercise in the treatment of the data, in all cases this is 
urgent or necessary.

 Key-words
 Digital disintermediation, blockchain, privacy. 

Graph taken from 
blockgeeks.com/guides/
what-is-blockchain-
technology
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 MARCO RIZZUTI
  Researcher of Private Law, Firenenze University

  Gdpr and the right to be forgotten

 The paper deals with the EU case-law about the right to be forgotten, 
enshrined also in article 17 of the GDPR, and compares its developments with 
some trends at domestic level.

 Key-words
 GDPR, privacy, right to be forgotten, domestic level. 
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 MARIA CRISTINA GAETA
  Research Fellow in Privacy Law, Suor Orsola Benincasa University

  Smart toys and minors’ protection in the context 
  of the internet of everything

 Smart toys are devices with the appearance of traditional children’s 
toys (e.g. dolls or cuddly toys) but they are capable of interacting with the 
surrounding environment, connecting to the Internet and using technological 
systems that range from sound systems (e.g. microphones) to visual systems 
(e.g. cameras), passing through the multiple types of sensors of movement or 
localisation, with which they are equipped. 
 They are robots, characterized by a more or less developed level 
of automation, to the point that the most recent models of connected toys 
are equipped with artificial intelligence. Smart toys are designed to interact 
actively with children and are often able to automatically perform various 
activities, such as recording sounds, taking photos, shooting videos and 
connecting to websites or social networks.
 Although smart toys are fun and sometimes even educational games, 
they are still tools that collect, process and communicate data and information, 
with possible risks especially for minors. Indeed, first of all, there is the risk 
of unlawful processing of minors’ personal data, but also the risk of hacker 
attacks, problems related to possible emotional ties between the child and the 
toy, as well as damages arising from a malfunctioning of the smart toy.
 This paper will deepen the concept of smart toys, starting from the 
characteristics and the technical aspects and then moving on to the analysis 
of their possibilities and risks, in order to identify what could be possible 
remedies to be foreseen for protecting minors.

 Key-words
 Smart toys, IoToys, data protection, minors, GDPR.
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 PAOLA GRIMALDI
  Ph.D. and Teaching Assistant, Suor Orsola Benincasa University

  Robot, unaware profling and the protection 
  of vulnerable users

 The massive spread of the Internet, the growing use of social network 
and the creation of app have increased and simplified the activity of unaware 
profiling of users. The phenomenon becomes much more serious when it 
affects vulnerable users. The GDPR 679/2016 deals very precisely with the 
issue of profiling personal data by offering adequate protection in several 
articles by providing adequate security measures to protect users of new 
technologies and paying particular attention to vulnerable users.

 Key-words
 Robot, unwareble profiling, privacy, vulnerable users. 
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Do you know that cars can process your personal data? 
Lucilla Gatt, Ilaria A. Caggiano, Chris Reed, Nóra Ni Loideain, 

Maria Cristina Gaeta 
 

Presenter: Maria Cristina Gaeta 
E-mail: mcgaeta@virgilio.it 

Address: Via Suor Orsola no. 10, 80135 Naples (Italy) 

Type of communications: 
 

 Vehicle to device (V2D) 
 Vehicle to infrastructure (V2I) 
 Vehicle to vehicle (V2V) 

 

    Internet of Things and 
autonomous vehicles: 

Are the user’s personal data 
protected? 

YES NO 

Data Protection issue 

Profiling issue  
 Art 4, para I, no 4, and art 22, 

Reg. 679/2016/UE 

The strengthening of 
ex ante protection: 

the principles of Data 
Protection by Design  
Art. 25, par. I, Reg. 2016/679/

UE  
 

Pseudonymization as 
possible solution 
Art 4, para I, no 5, 
Reg. 679/2016/UE 

Is there a real self-
determination right for the 

user? 
 

Is consent really provided in 
compliance with the current 

legislation? 
 

Consent is still an appropri-
ate regulatory tool  for the 

protection of personal data? 
 
 

    The (no) relevance of 
consent to the processing 

of personal data: 
 

What kind of rules? 
 
Hard law: a specific 
Legislation 
(e.g. EU directive) 
 
Soft law 
(e.g. Ethical code) 
 
Techno-regulation: 
data protection by 
design 

                  It is  needed a 
         framework of rules for 
       Connected Vehicles 

Profiling issue 

ReCEPL 
Research 
Centre of European 
Private Law 
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Who is the tortfeasor when a self-driving car has an accident?

Prof. Lucilla Gatt, Prof. Ilaria Amelia Caggiano, 
Dr. Maria Cristina Gaeta

Presenter: Dr. Maria Cristina Gaeta, Ph.D.
Research Fellow at University of  Naples Suor Orsola Benincasa

Researcher at the Research Centre of  European Private Law (ReCEPL)
Via Suor Orsola n. 10 – 80135 Naples (Italy)

E-mail: gaetamariacristina@gmail.com

Starting from a critical analysis of  the state 
of  the art, we try to achieve two aims:

Evaluate whether 
current liability 

regulation is 
functional (efficient 

and effective) even in 
the event of  a traffic 

accident due to a self-
driving car. 

Verify whether the 
existing legislation:

Is sufficient for a complete 
and systematic regulation 
of  autonomous vehicles 
extensively interpreted, 

or
It is necessary to introduce 

an ad hoc framework of  
rules.

SCOPE OF THE RESEARCH

RESEARCH METHOD

Critical analysis of  
the state of  the art

Analysis of  law, 
case law, and 
literature in a 
comparative 
perspective

Analysis of  
Empirical Legal 

studies
(ELS)

Analysis of  
Human-Machine 
Interface studies 

(HMI)

RESULTS: A de iure condendo legal proposal for driverless cars
SAE
level 

Name of the 
automation 

level
Liability Applicable law Insurance Policy

0 No 
Automation

Driver/Owner of 
the vehicle (his 
similar subjects), 
with the right of 
recourse against the 
producer of the 
vehicle or of its 
defective component 
part.

National rules of car 
accident liability (if 
necessary, identified 
according to the rules 
of Private International 
Law) and eventually 
European and 
national product 
liability regulation.

Car insurance policy
of the vehicle owner.

1 Driver 
Assistance

Driver/Owner of 
the vehicle (his 
similar subjects), 
with the right of 
recourse against the 
producer of the 
vehicle or of its 
defective component 
part.

National rules of car 
accident liability (if 
necessary, identified 
according to the rules 
of Private International 
Law)
and eventually 
European and 
national product 
liability regulation.

Car insurance policy
of the vehicle owner.

2 Partial 
Automation

Driver/Owner of 
the vehicle (his 
similar subjects), 
with the right of 
recourse against the 
producer of the 
vehicle or of its 
defective component 
part.

National rules of car 
accident liability (if 
necessary, identified 
according to the rules 
of Private International 
Law)
and eventually 
European and 
national product 
liability regulation.

Car insurance policy
of the vehicle owner.

3 Conditional 
Automation

Owner of the 
vehicle (his similar 
subjects) and the 
driver of the vehicle 
if he had a behaviour 
that does not comply 
with his driving 
tasks.

National rules of car 
accident liability (if 
necessary, identified 
according to the rules 
of Private International 
Law)
and eventually 
European and 
national product 
liability regulation.

Car insurance policy
of the vehicle owner.

4 High 
Automation

Owner (his similar 
subjects) and/or 
producer of the 
vehicle

National rules of car 
accident liability (if 
necessary, identified 
according to the rules 
of Private International 
Law)
and/or European and 
national product 
liability regulation.

Car insurance policy
of the vehicle owner 
and/or professional 
insurance of the 
producer and a
compensation fund for 
autonomous vehicles

5 Full 
Automation

Producer of the 
vehicle (and in some 
cases owner of the 
vehicle).

New framework or 
rules for autonomous 
vehicles

Professional insurance 
of the producer, car 
insurance policy of the 
vehicle owner and a 
compensation fund for 
autonomous vehicles

RESULTS OF ANALYSED ELS

In more than 90% of  accidents due to 
(semi)autonomous vehicle there is 

driver’s liability

- Excessive speed
- Alcohol abuse

- Overtaking and 
misuse of  the road

- Incorrect use of  
advanced driver 

assistance systems

- Too much 
attention signals 

inside the car

In less than 10% of  accidents due to (semi)autonomous 
vehicle there is product liability

Social Networks and Multimedia habitats  Appendix
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